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Annotation. The article presents an analysis of fog computing technologies.
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AHHOTanms. B crathe nmpencTaBlieH aHalW3 TEXHOJOTUM TyMaHHBIX
BBIYHMCIICHUH. PaccMaTpuBarOTCs pa3HOBUAHOCTH 3TOW TEXHOJIOTHH, apXUTEKTYpa,
yCTpOICTBA M WX MpPUMEHEHHE B Jpyrux obmnactax. [IpuBeneHsl cpaBHEHUE
TEXHOJOTUWA TYMaHHBIX BBIYMCICHUH W OOJIAYHBIX TEXHOJIOTHM, a TakKxke
NPEUMYIIECTBA U OCOOEHHOCTH KaX 10U TEXHOJIOTHUH.

Annotatsiya. Magolada tumanli hisoblash texnologiyalari tahlili keltirilgan.
Ushbu texnologiyaning turlari, arxitekturasi, qurilmalari va ularning boshga
sohalarda qo'llanilishi  ko'rib  chigiladi. Tumanli hisoblash va bulutli
texnologiyalarni tagqoslash, shuningdek, har bir texnologiyaning afzalliklari va
xususiyatlari keltirilgan.

e~

Introduction. Fog cont ri puting architecture
used to perform large-scale Sl rocess data within a network of
cloud services and end cally and over the Internet. The term “fog
computing” origit‘lrate the PhD thesis of Professor Jonathan Bar-Magenom
Numhauser, published in 2011. In January 2012, Numhauser presented the concept
of a new type of computing at the Third International Congress of Silenced
Writings at the University of Alcala and published his paper "Fog Computing: An
Introduction to the Evolution of Cloud Computing" in the official publication [1].

Fog computing has attracted the attention of a wide audience thanks to the
interest of Cisco, which sees it as a new technology that allows for an additional
level of interaction between end devices and cloud data centers. On November 19,
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2015, Cisco Systems, ARM Holdings, Dell, Intel, Microsoft and Princeton
University founded the OpenFog consortium to advance the interests and
development of fog computing.  The concept of fog computing involves an
additional level of working with information both locally and on the global
Network, occupying an intermediate position between cloud data centers, end
devices and other elements of the data infrastructure. Fog computing, compared to
cloud computing, represents another level of data collection and analysis, closer to
the user, while edge computing is the point of the described network closest to the
end devices [2].

Research object and methods. The fog computing network is represented
by two planes (levels) - the control plane and the data plane. For example, in the
data plane, fog computing allows computing operators to reside directly at the edge
of the network, rather than on servers in data centers. Fog computing in some cases
is considered as a quality addition, as well as an alternative to cloud networks.
Researchers highlight the following significant advantages of this technology: Low
data transfer latency and better connectivity with end devices; Wider geography of
networks; Mobility; A very large number of nodes within a network of this type;
Improved capabilities for using wireless access technologies; Advanced
capabilities for running streaming software and real-time applications;
Heterogeneity of computer networks [3].

Fog computing can be considered within the framework of the Internet of
Things (1oT), which involves building a network between a large number of
devices that people use every day. Such networks may include devices such as
mobile phones, wearable health monitoring devices, smart car systems, and
augmented reality technology such as Google Glass. SPAWAR, a division of the
US Navy, is prototyping and testing a scalable, secure, fault-tolerant network to
protect strategic military assets, both fixed and mobile. The software developed by
the service, running on network nodes, can quickly restore unhindered control of
devices in the event of a loss of Internet connection. Options for using the
projected networks for military purposes include, for example, the creation of
“smart” swarms of drones.

Research results and their discussion. The ISO/IEC 20248 standard
provides a method by which data from objects identified through edge computing
using Automatic Identification Data Carriers (AIDC), barcode and/or RFID tag can
be read, interpreted, verified and transmitted into the "fog". computing, and then to
the periphery, even if the AIDC label has moved. Both cloud and fog computing
provide end users with the ability to store and manage data through applications.
However, fog computing is “closer” to end users and has a wider geographic
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distribution. The very definition of “fog computing” is intended to indicate an
additional level of data network architecture, which is located structurally “below”
cloud computing, by analogy with clouds and fog, the phenomenon of which can
be observed close to the ground.

"Cloud computing" is the practice of using a network of remote servers hosted
on the Internet to store, manage, and process data, rather than using local services
or personal computers. Cloud computing, in some cases, is characterized by greater
computing power and maximum density of processed data streams. Fog computing
facilitates the operation of information processing and storage services, as well as
network services that interconnect between end devices and data centers using
cloud technologies; they act as an additional level of information collection and
processing. Typically, fog computing is considered as an additional part of the
cloud computing infrastructure [4].

Compared to cloud computing, the concept of fog computing is more focused
on proximity to end users and their goals (for example, in terms of operating costs,
security policies, resource utilization, etc.). This type of computing is also more
tightly coupled to the geography of data and its context (relating to computing and
0T resources), reduces latency of data exchange within the network and more
economically uses the bandwidth of Internet highways to achieve better quality of
experience (QoS). Proponents of fog computing also note improved capabilities for
edge analytics and intelligent analysis of information flows within the network of
the type described. This makes the user interfaces more efficient and improves
network protection against failures, and also allows for a new type of computing in
systems for people with disabilities [5].

Fog computing should not be confused with edge computing. Edge computing
should be considered as a component, or subset, of fog computing. The difference
lies in the fact that edge computing is focused exclusively on local data processing,
thus being the final (and closest to the user) link in the ecosystem of “cloud - fog -
edge” computing. Fog computing involves not only processing data locally on
devices, but also transmitting it to the endpoint. Fog computing can be carried out
both in large cloud systems and in big data structures, which is why, in the process
of these calculations, there are difficulties in objective access to information. This
leads to a decrease in the quality of the results obtained. The impact of fog
computing on cloud computing and big data systems may vary. However, all types
of fog computing have an inherent limitation in disseminating the results of their
operations, a problem that has been solved with the creation of metrics that attempt
to improve their accuracy [6].
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Scientific research results and conclusion. The main task of fog computing
security is to balance the protection of confidentiality, integrity and availability of
data, taking into account the feasibility of application and without any damage to
infrastructure performance. This is tieved primarily through a multi-step risk
management process that identifiﬁed and intangible assets, threat sources,
sl and risk management capabilities. After
es specific to a particular implementation of the

fog computing, giTras tthe necessary security policies are developed,
strategies are i ed to reduce the likelihood of risk
occurrence a ative consequences. This process is
accompanie N 44 ectiveness of the risk management plan
[7,8]. e

Fog computing arzie jaspocen officially introduced by Cisco. The fog
computing architegiiif SNEA ' ransfer overhead, which subsequently
improves computing dk platforms and reduces the need to
process and st ntiglata. The fog computing paradigm is
based on th : f n required by Internet of Things
devices mggpcONS creasjng, t of information (in terms of
volume, \I&y and speed) #Falso JFC te ever-expanding number of
devices.

The fog computing paradigm ca sense) as an enabler for
many advanced technologies. highli a-iﬂunctionality provided by

ase or decrease
ol of a specific

energwsumption; device

fog systems: quick analysis; At
response time; centralized ma
machine; low bandwidth
abstraction and many others.

Fog computing is used to I
Iincrease its potential. With'
similar technologies such a

sumptign,. e

oud platform and
ability of fog and
udlets and Micro-data centers,
the number of attacks mpromise the confidentiality, integrity and
availability of infgrm processed is increasing. in them. These issues directly
Impact the distributed, shared nature of cloud computing. Being a virtualized
environment like the cloud, a fog platform can also be affected by the same threats
[9,10].

Cisco researchers are using fog computing to improve website performance.
Instead of making a round trip for every HTTP request for content, style sheets,
redirection, script loading, and image loading, fog nodes can help collect, merge,
and execute them. In addition, fog nodes can distinguish users based on MAC
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addresses or cookies, monitor and manage user requests, cache files, and determine
the state of the local network. Using fog to optimize web services will also lead to
website security issues. If user input is not properly validated, the application
becomes vulnerable to_ code injecti attacks such as SQL injection. This could
result in the entire fog database bﬁgacompromised or altered information being
sent to a central segver. \dikewsiseilinsecurity in web APIs, session and cookie
ate user), malicious redirects, and drive attacks
can compromisggie-fogasl sers within it.

Final ce ’ ‘ light other areas of application of fog
technologies: ' ollection and pre-processing of speech
data; Adva ; esource management in microcenters;
Energy savings:i'rf, oud j@PResponse to natural disasters and hostile
environments.

Although the @
have been researched
technologies
performs |

 first coined by Cisco, similar concepts
e organizations. There are three main
fog systems: Edge computing -
he device using programmable

automatk*int _Thig advantages over fog computing
because it rétuces the numi#r of p d makes each device more

vices makes it difficult to
T. Clouds are the middle
d'~efud”. There are four main
ilent computing

manage and accumulate data jn large
part of a three-level hierarchyh
properties of clouds: it is €6
power but low end-to-end latenc technology.

Cloud is different from_fog co J se application virtualization is
not suitable for such an“énvir re resources and cannot
operate offline. Micro data cent jonal data centers
containing multiple servers virtual machines.
Many technologies, includi enefit from micro data centers
because the technology r cy, improves reliability, is relatively portable,
has built-in securi}y p Is, saves bandwidth through data compression, and can
accommodate many new services.
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