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Abstract—The rapidly increasing malware goes beyond personal security threats and has a 

negative effect on criminal society. To prevent these security threats, many anti-virus vendors 

and analysts are starving to more efficiently distinguish malicious behavior. In order to 

contribute to this, in this study, we try to detect malicious behavior by tracking the execution 

flow of binary code. Our method of tracking the execution flow of the binary code utilizing the 

BFS(Breath-First Search)algorithm advances static analysis based on binary code, but it can 

be a method combining the advantage of static analysis and the advantage of dynamic 

analysis. In addition to visualizing malicious behavior as a graph image based on APIs, it is 

possible to analyze more obviously malicious behavior. 
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I. INTRODUCTION 

The rapid development of hacking techniques and computer networks has increased the threat 

from various malware and its variants, which is also exponentially increasing. Not only 

malware attack forms are very diversified, and variant malware produced by modulating 

traditional malware trends to show an explosive increase rate, it poses various security threats 

such as loss of data, leakage of important information such as personal information, financial, 

breakage of the system, destruction of the IT infrastructure. 

In order to prevent such security threats, malware analyzer and anti-virus vendors are 

starving to efficiently detect malware. In general, malware analysts are analyzing malware 

code using static analysis and dynamic analysis. Static analysis can be deeply analyzed as a 

method to analyze the malware’s structure and binary pattern to grasp malicious behavior, but 

it not be suitable if a techniques such as code obfuscation is applied. Dynamic analysis, on the 

other hands, is not suitable for malware analysis that acts on specific acts such as time triggers, 

as a way to actually execute malware to grasp malicious behavior. 

In this paper, we will analyze malicious behavior by tracking the execute path flow on a 

binary code. We try to complement the drawbacks of dynamic analysis while avoiding the 

drawbacks of static analysis by tracking the flow of execution on binary code using the BFS 

(Breath-First Search) algorithm. 

The composition of the paper is as follows. Section 2 introduces existing related research for 

detection of malicious behavior. Section 3 presents the method proposed in this paper, Section 

4 shows the results of experiment, and finally in Section 5, conclusion and the direction of 

future studies are presented. 

II. RELATED WORK 

Static analysis can be analyzed deeply in order to reverse engineer and analyze at the code 

level without actually execution malware. Therefore, computer system can be protected from 

malware, but if techniques such as obfuscation are used for malware, it is an incompatible 

method because it analyze on the binary code. 
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Previous malware static analysis based binary code studies ware done taking advantage of the 

characteristics of attributes in the binary code. These studies generally use statistical methods to detect 

malicious behavior based the value of the result of analyzing the difference between malware code and 

normal code. Typically, it is a method to classify differences by outputting statistics of opcode or string 

in binary code. String or opcode extracted by the above method may be used as a basis for detecting 

malicious behavior by slicing a character string to a certain standard by a method like n- gram. It 

standardizes malware files to file DNA, and shows the property values of in the graph. 

Recently, in order to visualize malware to analyze malicious behavior more efficiently, API sequence or 

statistics of all string in the binary code are processed and shown in the spectrum image, also shown in 

the map image of the file. These methods have the advantages of the following computational complexity 

and high speed with less data to be kept with a simple statistical method and less information but difficult 

to respond in real time and are based on simple statistics Therefore, it is not easy to classify various 

malignant codes. For this reason, recently studies are under way to combine various algorithms with 

statistical attributes. 

III. PROPOSED METHOD 
A. Static analysis The method proposed in the present study is based on static analysis and uses IDA 

as a reverse engineering tool. In addition, the method analyzes Windows PE files as malware. IDA 

reverse engineers PE files, that is, malware to create assembly files as the results of static analysis. In 

assembly files, algorithms such as conditional statements included in actual malware and branches 

according to conditional statements are expressed as assembly instructions. In addition, in the present 

study, the APIs used by malware are used as basic analysis data. Those APIs that are used in PE files are 

stored in IATs (Import Address Table). IATs for PE files can be easily obtained using reverse 

engineering tools such as IDA. 

B. PE file’s Binary Code PE file’s programs start at entry points. IDA facilitates finding entry 

points. In the present study, analysis starts at the entry point. 

V. CONCLUSION 

In this paper, we proposed a method to track execution flow on the binary code and detect 

malicious behavior. We also make API-based graph image, it can analyze malicious behavior more 

efficiently. Such a graph image can be extended to various researches which are the same as malware 

similarity and malware classification in the future. 

The method proposed by this paper can grasp the behavior of malware such as time trigger which 

is not suitable for dynamic analysis, tracks the flow of execution, even if techniques such as obfuscation 

is applied, it can be avoided. 

In future research, we will try to visualize more systematically based on the method proposed in 

this study. In addition we try to develop an automated system that classifies malware for each behavior 

and calculates similarity. 
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